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1
Decision/action requested

It is requested to discuss on RI update requirement, and endorse the recommendations.
2
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3
Rationale

3.1 Introduction

According to the LS CP-182238 [1] sent from CT to SA3, it said as follows.
“TSG CT thanks SA2 for their LS on Routing ID received in CP-182214/ S2-188870.

TSG CT has discussed the issue described in the LS from SA2 and concluded that any solution where the network initiates an update of the Routing ID needs to provide end2end security. Therefore related security requirements need to be available before a stage-3 solution can be specified.”
Therefore, end2end secured RI update solution shall be determined and clarified in SA3.
3.2 Security analysis
RI, as an important parameter, can be used for AUSF/UDM/ARPF/etc. selection.  Therefore, if RI is updated in the core network, a New RI shall be securely sent to UE, so that the following registration procedure (including AKA mechanism) can be implemented successfully, e.g. select the correct ARPF for the authentication vector retrieval.
On the other hand, RI is controlled by the Home network. Therefore, if the home network would like to update the RI, a secure mechanism shall be given to assure that any middle nodes between UE and home network cannot tamper or modify this new RI. Or else, the UE may not be able to successfully connect to the network again, with the tampered RI.

Therefore, SA3 shall specify the secure mechanism for the RI update, and add it in TS 33.501[2].
Proposal1: The RI update solution shall provide end2end protection.
3.2.1 Options for security mechanism
According to CP-182214/ S2-188870[3], SA2 mentioned as follows.
“Given the largescale UE/USIM reconfiguration needed e.g. to possibly millions of UEs, using existing mechanisms such as OTA SIM, will not be practical from SA2 point of view.”

It concluded that the existing OTA SIM mechanism is not practical for RI update. Hence, SA3 shall not take OTA SIM into account.
SA3 has already specified an end2end security for SoR list update. However, it is not suitable, if we use SoR list update procedure to solve the RI update problem. Two comments are as follows.

· SoR list update is only used for roaming scenario. However, RI update will happen in both non-roaming and roaming scenarios. Therefore, in the non-roaming case, the new RI may not need to be integrity protected based on the local policy.
Nokia Comment 1: In general, we support aligning with SoR solution. But ‘RI update’ in the non-roaming case also needs end2end protection between the UE and the UDM. Otherwise any malicious actor who succeeds in getting in the middle anywhere between the UE and the UDM, will be able to manipulate the assigned Routing ID. If this happens the UE forever will not be able to successfully authenticate. Hence for both roaming and non-roaming cases, Routing ID update need to be e2e integrity protected. This can also reduce the number of options to just one, which is already covered in the CR S3-182919.
· The response message from the UE to UDM in SoR list update procedure includes a SoR-MAC-IUE, which can be used by UDM to verify whether the SoR list is successfully updated in UE. However, for the RI update procedure, in the response message from UE to UDM, if the serving network tampers this message to let the UDM get the wrong ACK from UE (e.g., indicating UE does not get the new RI), this does not benefit the serving network. Hence, considering that the serving network doesn’t have the intention to tamper the response message, so it is not necessary to include an integrity-protection RI in the response from the UE to the home network.
Nokia Comment 2: Assuming that for large operators the ‘Routing ID Update’ may be triggered while the UEs are roaming as well as non-roaming, reliable confirmation from the UE is important. Otherwise UDM would have to blindly believe the success of the new assignment, which may have failed for any reason. 
Therefore, a new solution shall be specified in SA3 for RI update, depending the non-roaming/roaming scenario, and the protection for the response message.

Proposal2: RI update procedure with integrity protection for the new RI sending from UDM to UE shall be specified, while it is not necessary to include an integrity-protection RI in the response message from the UE to the network.
Nokia Comment 3: To meet the TSG CT directive, “TSG CT has discussed the issue described in the LS from SA2 and concluded that any solution where the network initiates an update of the Routing ID needs to provide end2end security “, and for the strength of the protocol the solution needs to include above 2 points on e2e integrity protection of the assignment message and return acknowledgement from UE to the UDM.
4
Detailed proposal

It is proposed to agree on the conclusions. 

Proposal1: The RI update solution shall provide end2end protection.
Proposal2: RI update procedure with integrity protection for the new RI sending from UDM to UE shall be specified, while it is not necessary to include an integrity-protection RI in the response message from the UE to the network.
And, a companion CR for this proposal1 is proposed in S3-182919.
